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— NOTE
1.

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or
transmitted, in any form, or by any means, mechanical, electronic, photocopying, recording, or
otherwise, without the prior written permission of OMRON.

No patent liability is assumed with respect to the use of the information contained herein.
Moreover, because OMRON is constantly striving to improve its high-quality products, the infor-
mation contained in this manual is subject to change without notice.

Before using this system, please carefully confirm whether the expected results can be obtained
in your environment. Omron does not guarantee the operation of the NAS.

Every precaution has been taken in the preparation of this manual. Nevertheless, OMRON as-
sumes no responsibility for errors or omissions.

Neither is any liability assumed for damages resulting from the use of the information contained in
this publication.




Introduction

Introduction

This environment construction procedure (hereinafter referred to as "this document") describes the
procedure for building a system for collecting playback data on Synology's DiskStation DS220+.

Intended Audience

This manual is intended for the following personnel, who must also have knowledge of electrical sys-
tems (an electrical engineer or the equivalent).

» Personnel in charge of introducing FA systems.

» Personnel in charge of designing FA systems.

» Personnel in charge of installing and maintaining FA systems.

» Personnel in charge of managing FA systems and facilities.

For programming, this manual is intended for personnel who understand the programming language
specifications in international standard IEC 61131-3 or Japanese standard JIS B 3503.

Objects of This Document

This documents covers the following.

» Setting method for outputting data of NW cameras to a NAS for data collection or NAS for NW cam-
eras

» Setting method for sending backup files and variable logs from Omron Machine Automation Control-
ler NX502-1000 (NX5) to a NAS for data collection

» Configuration procedures for collecting backup files and variable logs output from the NX5 to NAS
for data collection and camera data stored in the NAS for NW cameras

This documents does not cover the following in this system.

« Initial user settings for NAS for data collection and NAS for NW cameras

* Installation of Python (Version 3.8.12) onto a NAS for data collection

+ Initial NW camera settings

» Settings for sending camera data output trigger from the NX5 to NW cameras
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Manual Structure

Manual Structure

Special Information

Special information in this manual is classified as follows:

Precautions for Safe Use

Precautions on what to do and what not to do to ensure safe usage of the product.

@Precautions for Correct Use

Precautions on what to do and what not to do to ensure proper operation and performance.

@Additional Information

Additional information to read as required.
This information is provided to increase understanding or make operation easier.

Version Information

Information on differences in specifications and functionality for Controller with different unit versions
and for different versions of the Sysmac Studio is given.

2 Playback Data Collection System Environment Construction Procedures for Synology NAS (W632)



CONTENTS

CONTENTS

I
INErOAUCHION ..o 1
a1 (=T g To [=Yo U (o [ 1=T o o= PO PRPOPPPSRP 1
ODbjects Of ThiS DOCUMENT ........viiiiiiiiei ettt e e e et e e e e ettt e e e e s et e e e e s easaseeeaeeesssseeaeeesnnsaneeeeean 1
Manual StrUCTUIe.......oeeeee s n e e e 2
SpeCial INFOrMALION ... ...ttt ettt e e ettt e e e e et et e e e e e nnee e e e e e e s nnaneeeeeaannneeeaaean 2
Terms and Conditions Agreement.............ccooiiiir 5
Warranty, Limitations of Li@bility .........cc.oiiiiiiii s 5
APPlICation CONSIAEIALIONS .......eeiiiiiie ittt e et en e e e e et e nnees 6
[ STl = T 1= = PSPPSR 6
Statement of security responsibilities for assumed use cases and against threats............cccccceeviiiiviiieiieene 7
Related DOCUMENLS ......coeeeeeiiiiiiiiiii s r s s s s e s s s s n s s s s s s s e e e nnnnnns 8
(LAY LT T oY o T 13 o oY 9
Section 1 System Configuration
I SO = 18 1o 4 U= o 1 U L1 =Y o P 1-2
1-2 Basic System Configuration ..........ccccoiciiiiiini e ——— 1-3
1-3 Communication Specifications Between BIOCKS.........ccccccuririiiiiniiinnsnee s 1-4
1-4 Sample System Configuration............ccmiiiiii i 1-5
1-4-1 Example of a System that Collect Playback Data on @ NAS............coooiiiiiiiii e 1-5
1-4-2 Example of a System That Collects Playback Data Using Multiple NAS for NW Cameras ........ 1-5
1-4-3 Example of a System That Collects Playback Data from Multiple NX5 .........cccccoiiiiiiiniinnnnen. 1-6
1-5 Cameras That Have Been Tested for Proper Operation .........c.ccccciiiniiernninsnsenennnsneeennnns 1-7
Section 2  Building System Environment
2-1  Setting up Computer for Building System Environment ............cccocmmiiicccmenncccceeenssceeeeens 2-2
2-1-1 Installing NAS Configuration SOftWare .............coiiiiiiiiiiicie et 2-2
2-1-2 NEIWOTK SEHINGS ..ottt et et e 2-5
2-2  Configuring NAS ... 2-7
2-2-1 (07T g L=Tei g To IR (o TN N N TSP RR 2-7
2-2-2 Setting the TIME ZONE ...t e e s e e e e e eeeeenneeeennneas 2-9
2-2-3 Configuring SMB Sharing Dir€CtOMHES ......ccuuieiuiieiiiie et eeee et e e e e saee e 2-11
2-2-4 (076] 41 iTo [y TaTe TN i I =S PSUPPPUR ORI 2-14
2-2-5 How to Set Dedicated NAS for NW Cameras (Optional) ...........ccooveviiiiieiiiiinieceeeeee e 2-15
2-3 Building the Script Execution Environment............oooociimiimi e 2-16
2-3-1 INStalling PYthon LIDIary ........oooo et 2-17
2-3-2 Setting and Placing the SCriPt .........ooiiie e 2-19
2-3-3 Setting Up SCHPE AULOTUN ..ottt e e st e e et e e e e e e nneeeeenaeeeanes 2-26
2-3-4 Restarting NAS for Data CollECON ...........cciiiiiiiei et e e 2-29
2-4 NW Camera SettingsS.......ccccciiirrerririiiisiisiscssssssmsrns s e rsssssss s s sssssssss s e s e e sessssssssssssmssnssseeseessnssssnnnn 2-31
2-4-1 ConNecting 10 NW CamMEIa ......coiiiiiiiiiii ettt 2-31
2-4-2 Setting the TIME ZONE .......o et e e e e e e e e e e e naeeeas 2-32
2-4-3 Creating EVENTS ... .ottt e et e et e e e nnaeeeareeeenns 2-34
2-4-4 File Division Saving Method (Optional) ..........cueeeiiiriie e 2-40
2-4-5 Setting the Output Destination of Camera Data.............ooeoiiiiiiiiiiiiiiie e 2-41
2-4-6 How to Set the Second and Subsequent Cameras.............ccooiiiiiiieiiiiiie i 2-45

Playback Data Collection System Environment Construction Procedures for Synology NAS (W632) 3



CONTENTS

2-5 Connecting @n NX5.........ciiiiiiireirircrr e ssne e e s smne e s s ssme e e s s sme e e e smme e e e s s e e e e e s nmn e e e e nnn s 2-46
2-5-1 Transferring Project Backup Files from NX5 to NAS.........ooiiiiii e 2-46
2-5-2 Transferring Variable Logs from NX5 10 NAS ..o 2-46

Section 3  Script Specifications

3-1  Structure of Files to Be Collected ......... .. 3-2
3-1-1 L= o (0o TN 1 = S 3-2
3-1-2 Variable Log (Variable LOg Fil€) .........uiiiiiiiiiiie ettt e e 3-2
3-1-3 (02100 1= T = T D - - PR PORP PRSP 3-2

3-2 Files in the Data Collection Directory .........ccccccimiiinnmiin s 3-4

3-3  Script Operating Specifications ... 3-5
3-3-1 I = T 11T 7T o 11 1o o 1= SRS 3-5
3-3-2 ] (o] o @7eTa Lo [1 i o7 o =SSR U PO P RPN 3-5
3-3-3 Operation StAtUS Fle ......o.veiiiiiieie e e e e e e 3-5
3-3-4 o] gl O7o o L PSR PP TR OPTPRPRN 3-5

Section 4  About Open Source License

4-1 Used Open SoUrCe LICENSE ... s mmmmn e 4-2

4 Playback Data Collection System Environment Construction Procedures for Synology NAS (W632)



Terms and Conditions Agreement

Terms and Conditions Agreement

Warranty, Limitations of Liability

I Warranties

® Exclusive Warranty
Omron’s exclusive warranty is that the Products will be free from defects in materials and work-
manship for a period of twelve months from the date of sale by Omron (or such other period ex-
pressed in writing by Omron). Omron disclaims all other warranties, express or implied.

® Limitations

OMRON MAKES NO WARRANTY OR REPRESENTATION, EXPRESS OR IMPLIED, ABOUT
NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OF
THE PRODUCTS. BUYER ACKNOWLEDGES THAT IT ALONE HAS DETERMINED THAT THE
PRODUCTS WILL SUITABLY MEET THE REQUIREMENTS OF THEIR INTENDED USE.

Omron further disclaims all warranties and responsibility of any type for claims or expenses based
on infringement by the Products or otherwise of any intellectual property right.

® Buyer Remedy
Omron’s sole obligation hereunder shall be, at Omron’s election, to (i) replace (in the form originally
shipped with Buyer responsible for labor charges for removal or replacement thereof) the non-com-
plying Product, (ii) repair the non-complying Product, or (iii) repay or credit Buyer an amount equal
to the purchase price of the non-complying Product; provided that in no event shall Omron be re-
sponsible for warranty, repair, indemnity or any other claims or expenses regarding the Products
unless Omron’s analysis confirms that the Products were properly handled, stored, installed and
maintained and not subject to contamination, abuse, misuse or inappropriate modification. Return
of any Products by Buyer must be approved in writing by Omron before shipment. Omron Compa-
nies shall not be liable for the suitability or unsuitability or the results from the use of Products in
combination with any electrical or electronic components, circuits, system assemblies or any other
materials or substances or environments. Any advice, recommendations or information given orally
or in writing, are not to be construed as an amendment or addition to the above warranty.

See https://lwww.omron.com/global/ or contact your Omron representative for published informa-
tion.

I Limitation on Liability; Etc

OMRON COMPANIES SHALL NOT BE LIABLE FOR SPECIAL, INDIRECT, INCIDENTAL, OR CON-
SEQUENTIAL DAMAGES, LOSS OF PROFITS OR PRODUCTION OR COMMERCIAL LOSS IN ANY
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Terms and Conditions Agreement

WAY CONNECTED WITH THE PRODUCTS, WHETHER SUCH CLAIM IS BASED IN CONTRACT,
WARRANTY, NEGLIGENCE OR STRICT LIABILITY.

Further, in no event shall liability of Omron Companies exceed the individual price of the Product on
which liability is asserted.

Application Considerations

I suitability of Use

Omron Companies shall not be responsible for conformity with any standards, codes or regulations
which apply to the combination of the Product in the Buyer’s application or use of the Product. At Buy-
er’s request, Omron will provide applicable third party certification documents identifying ratings and
limitations of use which apply to the Product. This information by itself is not sufficient for a complete
determination of the suitability of the Product in combination with the end product, machine, system, or
other application or use. Buyer shall be solely responsible for determining appropriateness of the par-
ticular Product with respect to Buyer’s application, product or system. Buyer shall take application re-
sponsibility in all cases.

NEVER USE THE PRODUCT FOR AN APPLICATION INVOLVING SERIOUS RISK TO LIFE OR
PROPERTY OR IN LARGE QUANTITIES WITHOUT ENSURING THAT THE SYSTEM AS A WHOLE
HAS BEEN DESIGNED TO ADDRESS THE RISKS, AND THAT THE OMRON PRODUCT(S) IS
PROPERLY RATED AND INSTALLED FOR THE INTENDED USE WITHIN THE OVERALL EQUIP-
MENT OR SYSTEM.

I Programmable Products

Omron Companies shall not be responsible for the user’s programming of a programmable Product, or
any consequence thereof.

Disclaimers

I Performance Data

Data presented in Omron Company websites, catalogs and other materials is provided as a guide for
the user in determining suitability and does not constitute a warranty. It may represent the result of
Omron’s test conditions, and the user must correlate it to actual application requirements. Actual per-
formance is subject to the Omron’s Warranty and Limitations of Liability.

I Change in Specifications

Product specifications and accessories may be changed at any time based on improvements and oth-
er reasons. It is our practice to change part numbers when published ratings or features are changed,
or when significant construction changes are made. However, some specifications of the Product may
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Terms and Conditions Agreement

be changed without any notice. When in doubt, special part numbers may be assigned to fix or estab-
lish key specifications for your application. Please consult with your Omron’s representative at any
time to confirm actual specifications of purchased Product.

I Errors and Omissions

Information presented by Omron Companies has been checked and is believed to be accurate; how-
ever, no responsibility is assumed for clerical, typographical or proofreading errors or omissions.

Statement of security responsibilities for assumed use cases and
against threats

OMRON SHALL NOT BE RESPONSIBLE AND/OR LIABLE FOR ANY LOSS, DAMAGE, OR EX-
PENSES DIRECTLY OR INDIRECTLY RESULTING FROM THE INFECTION OF OMRON PROD-
UCTS, ANY SOFTWARE INSTALLED THEREON OR ANY COMPUTER EQUIPMENT, COMPUTER
PROGRAMS, NETWORKS, DATABASES OR OTHER PROPRIETARY MATERIAL CONNECTED
THERETO BY DISTRIBUTED DENIAL OF SERVICE ATTACK, COMPUTER VIRUSES, OTHER
TECHNOLOGICALLY HARMFUL MATERIAL AND/OR UNAUTHORIZED ACCESS.

It shall be the users sole responsibility to determine and use adequate measures and checkpoints to
satisfy the users particular requirements for (i) antivirus protection, (ii) data input and output, (iii) main-
taining a means for reconstruction of lost data, (iv) preventing Omron Products and/or software instal-
led thereon from being infected with computer viruses and (v) protecting Omron Products from unau-
thorized access.
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Related Documents

Related Documents

The following are the documents related to this document. Use these documents for reference.

Cat. No. Document name
W639 NX-series CPU Unit Automation Playback User's Manual
W641 Automation Playback Camera Control Sample Programs Instructions
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Revision History

Revision History

A document revision code appears as a suffix to the catalog number on the front and back covers of
the document.

Revision Date Revised content
code

01 July 2023 Original production

02 April 2025 Added information about Axis camera versions
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1 System Configuration

1-1  Equipment Used

This document explains the system configuration that uses the following equipment and devices.

Block Used equipment and device

NAS for data collection | SynologyDiskStation DS220+
NAS for NW cameras (FW version 7.1.1-42962 Update 1)

NW camera Axis Communications AXIS M5525-E

NX5 Omron Machine Automation Controller NX502- 1000
Network device Ethernet switch supporting PoE

WinPC Windows 10 OS computer (any device name)
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1 System Configuration

1-2 Basic System Configuration

The basic configuration of this system consists of an NX5 and an NW camera connected to a NAS on

uoneinbiyuoy walsAg oiseg z-1

one network.

A NAS for NW cameras (dedicated NAS for NW cameras) can also be added to the configuration to
store camera data output from NW cameras.

In addition, the number of NX5, NW cameras and dedicated NAS for NW cameras can be increased
for your purpose.

Since this system handles large capacity data, we recommend that you develop the system with the

following performance.
» Ethernet line speed: 1 Gbps
» Write performance to NAS where NW cameras store data: 100 to 200 MB/s
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1 System Configuration

1-3 Communication Specifications Be-
tween Blocks

The communication method between each block and data meaning are as follows.

Between blocks Communication method Communication data
NAS for data collection <> NX5 FTP Backup file
Create an FTP site on the NAS for data col- | Variable log
lection and transfer files to the NAS from

NX5
NAS for data collection & NW SMB Camera data
camera Create an SMB shared directory on the NAS

for data collection and allow the NW camera
to output files

NAS for NW cameras <> NW cam- | SMB

era Create an SMB shared directory on the NAS
for NW cameras and allow the NW camera
to output files

NAS for data collection <> NAS for | SMB

NW cameras Create an SMB shared directory on the NAS
for NW cameras and allow the NAS for data
collection to collect files

NX5 < NW camera Sends a camera data output trigger from Trigger
NX5 to NW cameras
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1 System Configuration

1-4 Sample System Configuration

The following are examples of system configuration.

-einByuon waysAg sjdwes p-1

uoy

1-4-1 Example of a System that Collect Playback Data on a NAS

The figure below illustrates a configuration in which an NX5 , a NAS, and an NW camera are connect-
ed on one network.

The NAS for data collection retrieves backup files and variable logs that the NX5 outputs to the NAS :
for data collection and camera data that the NW camera outputs to the NAS for data collection. m
_ 5

Trigger 2

— 9

1 )

v ) . o

Camera Backup file 2

NW Data NAS for data - Variable log 3
Camera i collection NX5 5
&

5 : B 3

: : ; o

. : 2

. . g

. . Q

' . o

o mmmmemmmmsemsemseesseseesoesees NW device &
L g

)

£

Legend: ----- Ethernet access «— Data flow <« --Command by NX5 o

1-4-2  Example of a System That Collects Playback Data Using Multiple
NAS for NW Cameras

The figure below illustrates a configuration in which an NX5, a NAS for data collection, two NAS for
NW cameras, and three NW cameras are connected on one network.

The NAS for data collection retrieves backup files and variable logs that the NX5 outputs to the NAS
for data collection, as well as the camera data accumulated on multiple NAS for NW cameras.
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1 System Configuration

1-4-3

PoE

The figure below illustrates a configuration in which a NAS for data consolidation, two NX5 and two

Trigger
I_ """""""""""""""""""""""""""""""""""" 1
v Camera Camera - Backup file
Nw | Data NASfor | pata | NASfor - Variable log
Camera NW > data
cameras collection
Camera T
NW 5 -
Camera |- --------- ety A
Camera
NW Data NAS for
c NW
amera cameras Trigger_.-~
F el
T T T T NW device
Legend: ---- Ethernet access «+— Data flow < --Command by NX5

Example of a System That Collects Playback Data from Multiple
NX5

NW cameras are connected on one network.
The NAS for data collection retrieves backup files and variable logs that each NX5 outputs to the NAS
for data collection and camera data that the NW cameras output to the NAS for data collection.

PoE

Camera

NW
Camera

Trigger
- Camera - Backup file N
Data NAS for data - Variable log
collection NX5
Camera Data - Backup file

- Variable log NX5
E Trigger
R RURREELEEEEEELEELEEEERELE NW device

< - - Command by NX5
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1 System Configuration

1-5 Cameras That Have Been Tested for
Proper Operation

uonesadQ Jadoud 1o} pajysal
udag aAeH jey] sesdwed G-}

Omron has tested the operation with the following cameras. However, Omron does not guarantee the
operation of those cameras.

Model OS version Type Maximum resolution Ma);;)nsmm
AXIS M3085-V 11.4.63 Dome 1920 x 1080 25/30
AXIS M3086-V 11.4.63 2688 x 1512 25/30
AXIS M3115-LVE 10.12.166 1920 x 1080 25/30
AXIS M5075-G 11.4.63 PTZ 1920 x 1080 50/60
AXIS M5525-E 8.40.19 1920 x 1080 25/30
AXIS P1245 9.80.28 Modular 1920 x 1080 25/30
AXIS P1275 9.80.28 1920 x 1080 25/30
AXIS P1375 10.12.166 Box 1920 x 1080 50/60
11.4.63
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2 Building System Environment

2-1 Setting up Computer for Building
System Environment

Since the DiskStation DS220+ does not have any interfaces such as a display or keyboard, any con-
figuration changes must be made from another computer on the same network.

In this document, we use a Windows 10 computer (hereinafter referred to as WinPC) for building the
environment, and configure the settings using a dedicated NAS setting software.

Follow the steps below in an environment where a WinPC is connected to the network devices via the

Internet.
Internet
WinPC
NW
device

2-1-1 Installing NAS Configuration Software

1 Downloading the Installer

1) Load the URL below to access the download site.
https://www.synology.com/en-us/support/download/DS220+?version=7.1#utilities

2) Select the Download button for Synology Assistant.

Search results for: DS220+
OS Version = DSM 71 Series -

Operating System Desktop Utilities Packages Documents Android Apps EOL products

Synology Assistant is a desktop utility that searches for Synology
Synology Assistant servers within the local area network, It allows you to search and Release Note
connect to your Synology server or set up Wake on LAN (WOL)

Synology Drive Client, the desktop utility of the DSM add-on package,

" . Synology Drive Server, allows you to sync and share files owned by you
Synology Drive Client P Y i 2t Release Note
J shared by others between a centralized Synology NAS and multiple

Synology Chat Client is a feature-rich desktop native client developed
Synology Chat Client for Windows, MacO$, and Linux platforms, allowing you to enjoy the Releass Note
instant messaging service on your PC

3) Select the Download button for Windows (exe).
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2 Building System Environment

Select Document Version

Windows (exe)
Mac (dmg)

Ubuntu (32 bits, deb)

Ubuntu (64 bits, deb)

-sAg Buipjing Joj Jayndwon dn Bupyag |-z

JUBWIUOIIAUT W}

2 Executing the Installer
1) Right-click the downed installer and select Run as Administrator to run the installer.

Installer file

a1eM0g uoneInByuod SYN Bullelsu| L-1-g

2) Select the Next button.

| {3 Synology Assistant Setup = >

Synology Assistant

This wizard will guide you through the installation of
Synology Assistant.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue.

Cancel

3) Select the | Agree button.
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2 Building System Environment

{5 Synology Assistant Setup - w

Synology Assistant -
| RECT
Flease review the license terms before instaling Synology Assistant. (;j

Press Page Down to see the rest of the agreement.

END-USER LICENSE AGREEMENT FOR USE OF “Synology Server” AND
SETUP UTILITY “Synology Assistant” I

| 1. Ownership and Copyright. Synology Assistant (*Setfup Utility™) and the

i Synology Server (Disk Station Series, Cube Station Series, Rack

| Station Series), the system sofiware embedded in Synology Server
("*Embedded Software™) are proprietary software belonging to SYNOLOGY

i INC. United States copyright and other Federal and State laws protect the
| Ratun | tilitv and Fmbeaddan Snfhaarns

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Synology Assistant.

|
|
|
| Mullsaft Install Syskam 308

< Back I Agree Cancel
4) Select the Install button.
{3 Synology Assistant Setup = X
Choose Install Location . :
i, |
Choose the folder in which to install Synology Assistant. G

Setup will install Synology Assistant in the following folder. To install in a different folder, dick
Browse and select another folder, Click Install to start the installation.

Destination Folder

C:¥Program Files (x86)¥5ynology¥Assistant Browse...

Space required: 25.6 MB
Space available: 250.8 GB

ullsoft Install System »2.08

= Back Install Cancel

5) When the installation is complete, the following window is displayed. Select the Finish but-
ton to exit the installer.

2-4 Playback Data Collection System Environment Construction Procedures for Synology NAS (W632)



2 Building System Environment

(i1 Synology Assistant Setup

Completing Synology Assistant Setup

Synology Assistant has been installed on your computer.

Click Finish to dose Setup.

-sAg Buipjing Joj Jayndwon dn Bupyag |-z

JUBWIUOIIAUT W}

B 2un Synology Assistant

|ea
(o]
1
=
(]
ul}
T

sbumes 3iomeN z-1-2

2-1-2  Network Settings

To connect the WinPC to the NAS and NW cameras and perform settings, configure the network set-

tings so that they are on the same network.
The following figure shows an example of setting the IP address and subnet mask to 192. 168.0.5 and

255.255.255.0, respectively.
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Internet Protoceol Version 4 (TCP/IPvd) Properties =

General

You can get IP settings assigned automatically if vour network supports
I this capability, Otherwise, you need to ask your network administrator
i for the appropriate IF settings.

[ () Obtain an IP address automatically
0 Use the following IP address:

| IP address: |192.168 .0 . 5 |
Subnet mask: | 255 .255 .25« 0 |
Default gateway: | ; ; ; |

Cbtain DMS server address automatically

) Use the following DNS server addresses:

Preferred DNS server: | . . . |

Alternate DMNS server: | ; ; ; |

(] validate settings upon exit Advanced...

Cancel

2-6 Playback Data Collection System Environment Construction Procedures for Synology NAS (W632)



2 Building System Environment

2-2 Configuring NAS

Use the NAS setting software on the WinPC to configure the NAS.
First, connect the LAN1 port on the rear side of the NAS to the NW device, and turn ON the power
supply of the NAS.

NAS for data
collection

LAN port 1

WinPC

NW device

The NAS to be connected must be configured with the user settings and LAN port 1 network settings
in advance.
In this document, the procedure uses an example where the NAS is set as follows.

Item Set value
Server name APB1
Username APB
IP address 192.168.0.21
Subnet mask 255.255.255.0

2-2-1  Connecting to NAS

When the NAS setting software (Synology Assistant) is started, the window to select the NAS is dis-
played.

1 Double-click to select the connected NAS.
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) Syraiogy Mamlent = [} =
(LR Fritlor Deica
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A web browser is started and the login window for the NAS appears.

2 Select the username you want to set in Username, and select the right allow.

3 Enter the password to Password field, and select the right allow.
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¢ & APB

Enter password

SVN Buunbyuo) z-z

If the login is successful, the NAS desktop screen is displayed.

auoz swiy oy} Bumes z-z-z

Control Panel

File Station

DSM Help

2-2-2  Setting the Time Zone

The time zone of the NAS must be set to the same setting as the NX5.
To set the time zone, perform the following steps.

1 Open the Control Panel and select Regional Options.
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l.l'nnlmllldnqd ¥ — = K

File Shiading
| = A B
Sharad Foldes Fils Sarvces el B GRT0AA0 Daneain/LOAR
Connechivity
® o L s
-
Extemal Access Hetwork Securty Terminal & SHMR

Sysberr

\id tﬂ “o = L 4 ¥
- ——
Erifiz Canber Liogln Partal Amgional Dpbiam Huotification Hardware B Exturmal Devices  Lpdete & Resboos
B
Barvices
- !} E Rl
S ACCOURL Bpplicat Indasing Servica  Tags Semcild =

2 Select the time zone pull-down and set the same time zone as the NX5.
The following is an example of setting Eastern time (UTC +09:00) as the time zone.

Ml controt raned - m x

| O Tima  Langeage  NTP Service

B Sl Fae
Date & Time
a Flle Services

Currant Tama: 20E3-07-14 17188
= = -
ma Mser & Group Data fesmnat FEYr-HM-dd -
E Daamain/ LA T farmat: Dad-Feniar Tima -

Tirme Zane

ﬁ External Arcags T 2ol
£ rietvork Tme Saeing [GHT-06:00] Saskatchewan
(GHT-03:00) Bogoty, Lima, Guito, Rio
@ security Hanually e
B Terminal & SHMP {SHT-05:00] Eastern Time (U5 B c,an_]
Tuma: FEHT-04:00) Stiantic Time {Canada)

. A [GHT-14:00] Corscas

® Synchronize with WTS &5
Info © {GHT-04:00] La Faz

Y s Sarvar addnass

{GHT-D4:00) Manaus

B Logn Portal Sratus! [GMT-04-00) Santiagn bk conmachion i wratable. Raler

[EMT-03:30] Newfoundlsnd
B Regional Opticns i Regmt m

3 Select the Apply button to apply the time zone setting.
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J Control Fanel 72 = M| X
3 Q Time language NTP Service
B Siidicu ruer
Date & Time
File Services N
Current Time: 2023-07-14 17:58 )
. N
- User & Group Date format: Trre-Mm-dd - o)
o
B pomain/LDAP Time format: 24-hour time - 3
=3
e @
Control Panel o) S
=
@ External Access Time zone: (GMT-05:00) Eastern Time (US & Canac = ’g
~ 4
ﬁ « MNetwork Time Setting >
Flle Station (]
@ security Manually
o B Terminal & SNMP
? Time
H
e ® Synchronize with NTP server
@ 1afo Center Server address: time.google.com -
&8 Login portal Status Unable to sync. There is no network or the network connection is unstable, Refer

fa Regional Options Reset I Apply I

2-2-3  Configuring SMB Sharing Directories

Create a shared directory and make it an SMB shared directory to allow camera data output from the
NW camera to the NAS for data collection or the NAS for NW cameras and camera data to be trans-
ferred from the NAS for data collection to the NAS for NW cameras.

n
n
w
@)
o
=]
=
«Q
c
=3
=
«Q
(9]
<
@
(%))
>
Y]
=1
5
Q
w)
=
(]
Q
28
o
3.
[0]
n

1 Open the Control Panel and select the Shared Folder.

Jl control Panel 72 - @ X

File Sharing

< e |
Shared Folder File Services User & Group Domain/LDAP

Connectivity

©® 2 9 =

External Access Network Security Terminal & SHNMP
System
[~ ¢ 1
() : v i
Info Center Login Portal Rregional Options Notification Hardware & External Devices Update & Restore
DSM Help Power
Services
o & @ ™
YN0I0gY Account Application Indexing Service  Task Scheduler =

2 Select the Create tab and then click the Create Shared Folder from the pulldown menu.
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J Control Panel

s § Q) Search Edit Delete

#~ File Sharing Ereate Shared Faldeﬂ

m Shared Folder Mount Hybrid Share Folder

Fila Corvirac

3 Enter your directory name for Name, then select the Next button.
This directory name will be used as a name specified when accessing from outside.
Here is an example of setting the Name "apb_tmp":

Set up basic information

1 I [
Mana =2 DT

Dagcription:
Location: vokema 1! Binfg
Hidi tres sharad fobde iy "Hy Matmork Plaoes"

Hida sso-folders and flae from usans without panmiasicns

" Enabla Racycla Ein
s Restrich Sociss W el tors only
Noba: 0w B0 Gel up 4 Bacecd Bin ampiying schedula

® Thizs fald is regquired.

4 Select the Next button.
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ErCry plion

Encrypt this shared folder

Hote

+ The pertermarnse of the encrypied snaned folder wil be dedreased.

# The marme of @ e or & tolder withén the encrypted shared toelder tannct cuceed 143 English charockers
ar 47 Adan JCIK) charoctens.

SVN Buunbyuo) z-z

5 Select the Next button.

sal0j0alig Buneys gins buunbyuo) ¢-z-z

Contigure advanded seitings

Enable data checkmom for schvanced data integrty '

Flig salf-healing and data scrubbing are avadabie to ensure dats inbegrity,

Enabiz shared telder quota

Wigke: To ensure service Qulity, we recommend not enabling data checksum If you ane:
= Hogling dstabase or wirboa machine In this shared boddar

» Storing Surveldlanos Statlen recordings in this shared fodder

s  Backing up this entirm Symology MAS with dohee Backosn tor Business Agent

6 Select the Next button.
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hred Folder Creation Wiran

Conbirm setiimgs

|
Hame apo_tmp
Dlaasiipd ban
Locabion Wokame Li Bbrfs
yiadslivy
Recyche Bin Enabied, administrators anty
Energptinn

Data [rtegrity Protectan
s Cimpressisn

Qucka

7 Select the Apply button.

Shored Folder Creation Wairard

Conk TQUEFE LS PREriri s s i

Local users - L}~
admin aad f Aea

AT I

guast Mo Accems

At

E
ARy |
o - .

2-2-4  Configuring FTP

Enable FTP service to allow the shared directory to accept backup files and variable logs sent from
the NX5 to the NAS for data collection.

By this setting, the shared directory will be used as the directory where backup files and variable logs
are transferred from the NX5 by FTP.
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1 Select File Services in the Control Panel
This operation toggles the settings screen.

. . N
2 Select the FTP tab and check the Enable FTP service (No encryption) checkbox. Then se- Y
0
lect the Apply button. %
'-El
. Congrod Fanel = W gl
«
] o SME AFP s @ FRERIH Aduanced §
(]
~ FTF [/ FTPS
W Shared Faldes E‘/ Enalbila FTP servics (Mo &y l:i."ﬂ
Efaltla FTR SSLMES efcryfifion sarics [FTRS)

s R LEHETTH i H] scninda) (1~ Fh)
FREC R HE ] II\)
Pom casmbar eeiting of FTP esrvica 'I\3
E Damain'LDAP ()]
Pl raniga of Padsive FTR: I
Q
¥ Lies the defaull porl rangs {S5516-55853) i
o
ﬁ Frtermal Arcess Liss the fellowing port range: %
een i O
£ Metwark ! ; Q
Wapnet sxiarnal [Fan BASY masxdes 5
.. O]
@ searsy :
[e
R TeiiinGd 0 S Enalils Fxp JZ>
(@]
Samppott ASCT] brmnsler modcs §
UTF-8 encoding: Lk g

Info Ceriter i i =
ﬂ Enite g)
1 Po S Ay

& Login Fortal g
]
(2]
(e
=2
&
=}
o

2-2-5 How to Set Dedicated NAS for NW Cameras (Optional)

When setting up a NAS for use as a NAS for NW cameras, perform settings from 2-2-1 Connecting to
NAS on page 2-7 to 2-2-4 Configuring FTP on page 2-14 for each NAS for NW cameras.

However, the IP address of the NAS for NW cameras must be set to a value different from that of other
NAS and devices.
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2-3 Building the Script Execution Envi-
ronment

To execute the script on the NAS for data collection, the Python library for the script must be installed
to the NAS from the Internet.

In this document, we will use a WinPC to configure the NAS for data collection using the NAS setting
software.

1 Connect the LAN port 2 on the rear side of the NAS to the NW devices.

LAN Port 2 NAS for

data
collection
LAN Port 1
Internet
O WinPC
NW device NW device

2 After logging in to the NAS for data collection from the NAS setting software, select Network -
Network Interface from the Control Panel and confirm that the status of LAN2 is Connected.

3 Then, select the Edit menu.

Traffic Comtrol  Skatic Route  Comnectivity

Manage *

Static P

193168.200. 180

B e A
T Natwork

i Ty
= &
u Imbo Cenger
B Login Fortal

4 Select the Set as default gateway check box, and then select the OK button.
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IPva Pk BRI 1K

Gat natwoik confiquiation automaticaly (CeCP)

B La masriia] configire tor

-uouiAug uonnoaxy jduog ayjy Buipjing ¢-z

LP address: 102 uEs 100,100
SEnTIET makk 255.255.255.0
[FET R 102 68 1001 3
Z ]
DONS Sairi! 102 EE 1001 =
-~

" Sab as dulault gataway

Sof MTL valus manualy

Enabla wiak [802.35)

Carecal 4.3

Aseiqi] uoyihd Buijeisul L-g-g

5 Select the General tab, deselect the Manually configure DNS Server check box, and then
select the Apply button.

._ Combrol Papsd —

[l (4] hieteork [nterface Traffic Control Stakic Rewte  Conmectivity

R P
Entar tha servar nama, DS servar and defand® gateway information

Sar (=10 APEZ

Dol il Gatamay . 102,068, L0, 1 [LAN I} Ean

e LBEr & Grouf

IPvE defsail gatamay!

B Comsin/LDaR
Manually confiqura DHS sairver

ﬁ Ext=mal Access

_.:;_ etk Advancad Settinge

B Security

Connadt yia 3 prody servar

B T=rminal & SHMF

@ v Canter

Ml Login Porta Foeciet m

2-3-1 Installing Python Library

To install the Python libraries, access the NAS for data collection from an external computer using

SSH and execute the commands.
In this document, enable the SSH service by changing the settings on the NAS for data collection to

access it from the WinPC.
1 Enabling SSH Service

1) Select Terminals and SNMP in the control panel.
This operation toggles the settings screen.
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2) Then select the Terminal tab and check the Enable SSH service check box.

il coentrel Pana " ox

& s

Use Tarminal service ko login and manage your system. S5H Telnet onfy supports loging from acoounts

[. Shared Folder bedonging to the acmemistrators group, Flease refer to Termip for maore detalls

Enabls Telnet serdcs

B File services

e User & Group
B comain/LDwP tdvanced Settings
e [t s recomemended bo st 8 strong password For the kgin acrount and snable Gubn Bigck far maximum
: gystem security
R External Access
-

Metwork

B Security

Bl Termenal & SHMP

@ irfo Canter

Ml Logn Partal Rasat m

3) Execute command prompt on the WinPC and access the NAS using SSH.
ssh APBR192.168.0.21

2 Installing pip
Execute the following commands.
cd /volumel/apb tmp/
sudo wget https://bootstrap.pypa.io/get-pip.py
sudo python3 get-pip.py

3 Installing the Libraries Using venv
Install the libraries to the your directory using venv.
The following is an example of installing the libraries in a directory where the script is placed ("/
volume1/apb_tmp/Script").

@ Additional Information

venv is a mechanism for preparing libraries of different versions in a directory.
If your home directory doesn't exist, you can't install the python library as a user by using pip.

1) Execute the following command to create an installation directory and move it to the Script
directory.

mkdir -p Script/python venv
cd Script

2) Execute the following command to install venv.

sudo python3 -m pip install --user virtualenv

3) Execute the following command to set the created installation directory for the virtual envi-
ronment.

python3 -m venv python venv
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4) Execute the following command to use Python built on python_venv and activate it.

source python venv/bin/activate
5) Before installing the libraries, execute the following command to update pip.
python3 -m pip install --upgrade pip

6) Execute the following command to install necessary libraries.
python3 -m pip install pysmb tzlocal watchdog python-dateutil moviepy

4 Disconnect LAN port 2 on the back side of the NAS for data collection from the network devi-
ces connected to the Internet.

-uouiAug uonnoaxyg jduog ayy Buipjing ¢-z

jusw

NAS for data
collection

WinPC

NW
device

1duog ey buioeld pue bumes z-¢-¢

The installation of the relevant libraries is finished.

2-3-2  Setting and Placing the Script

Place the script and script setting file in a directory on the NAS for data collection.

The script setting file is a file that contains various settings required for executing the script. It is im-
ported when the script is executed.

The script setting file must be located in the same directory as the script on the NAS for data collec-
tion.

The file names are as follows.

File type File name

Script setting file settings.py
Script pbdata_collection.py

I Parameter List of Script Setting File

Configure the script setting file according to your system configuration.
The script settings file consists of parameters set for each NX5 and parameters set for each NW cam-

era.
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NXConfig = [ ___  ___
{'nx5 ip addr' A 4
'save path' 'Yy
'ftp log path' g VY,
'ftp bak path' g Vi,
'latest bak path' = '',
'bak enable' 3 5
Al Al .
'retry_?ec I »
camera T B o]
{'serial name' ;o K =
'camera name' g U0, w <
"smb_enable' 2 5 % o )
'smb ip addr' g U0, =] @
'smb:usgr' 5 "'y 8(3. §
'smb _password' 5 "'y (BD S =
"smb_shared dir' g 00, g § X
'path’ HE >
A v
]
— = S e e e e s s e e = = s s e\
]

The following parameters can be set in the script setting file.
Use “/” as a delimiter representing the directory nesting level in each path setting.

Parameter name Data type Description
NXConfig Array of If there are multiple NX5, create as many settings as NX5s

structure | by separating the arrays with commas “,”.
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Parameter name Data type Description
nx5_ip_addr Text string | NX5 IP address name (unused parameter)
save path Text string | Set an absolute path to the directory to which the files are
[Save destination path] stored.
ftp_log_path Text string | Set an absolute path to the directory where variable logs are
[Variable log FTP path] transferred by FTP from the NX5.
This setting must be same as the transfer path settings for
the NX5.
ftp_bak_path Text string | Set an absolute path for the directory where backup files are
[Backup file FTP path] transferred from the NX5 by FTP.
This setting must be same as the transfer path settings on
the NX5.
latest_bak_path Text string | Set an absolute path to the directory that stores the most re-
[Most recent backup file stor- cent backup file transferred to ftp_bak_path.
age path] Copy the backup file saved here to the Proj directory in the
data collection destination directory.
bak_enable Logic Set whether to retrieve backup files.
Set True to enable, or select False to disable.
This setting must be same as the backup file storage settings
on the NX5.
retry_sec Number Set the wait time for the next retrieval. [seconds]
If there is no camera data to be retrieved at the time of data
collection, the script checks again if camera data exists after
this wait time.
Camera Array of If there are multiple NW cameras, create as many structures
structure | as the NW cameras by separating the arrays with commas
serial_name Text string | Set the serial number for the NW camera.
Camera data with matching serial numbers is retrieved.
camera_name Text string | Set the camera name to identify NW cameras.
[Camera name]
smb_enable Logic Set this parameter to True if the camera data retrieved is
stored in the NAS for NW cameras and set to False if the
camera data is stored in the NAS for data collection.
smb_user Text string | Set the username for the NAS for NW cameras.
If smb_enable is True, additional parameter items must be
added and set.
smb_password Text string | Set the password for the NW camera.
If smb_enable is True, additional parameter items must be
added and set.
smb_shared_dir Text string | Set the shared directory name of the NAS for NW cameras.
If smb_enable is True, additional parameter items must be
added and set.
path Text string | When camera data is stored on the NAS for NW cameras

[Camera data path]

(SMB_enable is True), specify the directory below the SMB
shared directory name. If the data is stored directly below the
shared SMB directory, leave nothing entered.

If the camera data is stored in the NAS for data collection
(smb_enable is False), specify the absolute path to the direc-
tory.
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I Example for Parameter Setting

® Example settings when camera data is output to the NAS for data collec-

tion
Trigger
- - - T-TTTT-TTTTTTTTTTTTTTTTTTTA
' I
v Camera Camera - Backup file
NW Camera |Data _ N?\ﬁ/\;‘or Data _|NAS for data |- Variable log X
(B8A44F78EB4D) “| collection
i cameras .
PoE
SETEEEEELEE NW device
Legend: ---- Ethernet access «— Data flow <--Command by NX5
Device IP address Directory (SMB) Directory (FTP)
NW camera 192.168.250.90 -—- -
(with serial number
B8A44F78EB4D)
NAS for data collection 192.168.250.10 /volume1/apb_tmp /volume1/apb_tmp/Script
NX5 192.168.250.30

The required settings and examples of settings in the script setting file in this configuration are as

follows.
NXConfig = [
{ ‘nx5 ip addr’ : '192.168.250.30",

‘save path’ : ‘/volumel/apb tmp/Script /save’,

‘ftp log path’ : ‘/volumel/apb tmp/Script’,

‘ftp bak path’ : ‘/volumel/apb tmp/Script/Proj’,

‘latest bak path’ : ‘/volumel/apb tmp/Script/latest’,

‘bak enable’ : True,

‘retry sec’ : 10,

‘camera’ : [
{ ‘serial name’ : ‘B8A44F78EB4D’,

‘camera name’ : ‘Caml’,
_smb_enable’ _ : False, __ __ __

}l_‘path’ o :_‘/volurE/a&_tmp’ J

Set local path of
NAS for data collection
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@ Example settings when camera data is output to the NAS for NW cameras

Trigger
1
1
¥ Camera g 7o |Camera - Backup file
NW Camera  |Data Nw  |[Data | NAS for data | - Variable log NX5
(B8A44F78EB4D) cameras collection
PoE! N
PR NW device
Legend: ---- Ethernet access «— Data flow < -- Command by NX5
Device IP address Directory (SMB) Directory (FTP)
NW camera 192.168.250.90 - -
(with serial number
B8A44F78EB4D)

NAS for NW cameras

192.168.250.10

NAS for data collection

192.168.250.20

/volume1/apb_tmp/Script

NX5

192.168.250.30

The required settings and examples of settings in the script setting file in this configuration are as

follows.

NXConfig = [

'nx5 ip addr'
'save path'
'ftp log path'
'ftp bak path'
'latest bak path'

'192.168.0.39",

'/volumel/apb tmp/Script/save',
'/volumel/apb tmp/Script',
'/volumel/apb tmp/Script/Proj’',
'/volumel/apb tmp/Script/latest',

'bak enable' : True,
'retry sec' 10,
'camera’

L —
]

i

{ 'serial name'
'camera name'
'smb enable'
'smb ip addr'
'smb user'
'smb password'
'smb shared dir':
'path' .

T

: True,

'B8A44F78EB4D',
'Caml’',

'192.168.0.21",
'APB',

'Omron', |
'apb tmp',

T |

Set SMB shared directory of NAS for NW cameras
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® Example settings when two NW cameras output camera data to the NAS
for NW cameras

Trigger
7 S Camera - Backup file —
o NW Camera(1) Data NAS for_data - Variable log NX5(1) b----
i | (B8A44F78EB4D) | collection () :
! PoE 5 :
i | Nwcamera(2) Camera ; - Backup file NX5(2 E
17| (B8A44F78EBA4E) Data : - Variable log (2) !
e Trigger T -7
ftTmmmmmmmmmmmmmmmemme NW device
Legend: ---- Ethernet access <4—Data flow < --Command by NX5
Device IP address Directory (SMB) Directory (FTP)

NW camera (1) 192.168.250.90 --- -

(with serial number

B8A44F78EB4D)

NW camera (2) 192.168.250.91 - -

(with serial number

B8A44F78EBAE)

NAS for NW cameras 192.168.250.10 apb_tmp -

NAS for data collection 192.168.250.20 - /volume1/apb_tmp/Script

NX5 192.168.250.30
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NXConfig = [
{'nx5 ip addr'
'save path'
'ftp log path'

'ftp bak path'

'latest bak path':

'bak enable'
'retry sec'

2 Building System Environment

'192.168.250.30",

'/volumel/apb tmp/Script/save',
'/volumel/apb tmp/Script',
'/volumel/apb tmp/Script/Proj',
'/volumel/apb_ tmp/Script/latest',
: True,

10,

'camera'’

.

Setting for NW Camera (1) —>|

'serial name'
'camera name'
'smb enable'
'smb ip addr'
'smb user'
'smb password'

'smb shared dir'

| ‘patht

r__'serial_name'
| 'camera name'
'smb enable'
'smb ip addr'
'smb user'
'smb password'

Setting for NW Camera (2) —>|

'B8A44F78EB4D',
'Caml',

: True,

192.168.250.10",
'smbuser’',
'smbpassword’',
'apb tmp', |

T
e

'B8A44FT8EBAE",
'cam2',

: True,

192.168.250.10",
'smbuser’',
'smbpassword’', |
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| 'smb shared dir' 'apb tmp',
e 8 .
}
1
}
]
@ Example settings when there are two NX5
Trigger
A7 _ Camera Camera - BaCkUp fllé- k.
| Nw Camera (1) Data R N?\ﬁ/\;‘or Data NAS for data | - Variable log X
: (B8A44F78EB4D) »  collection
! cameras
{POE E ;
| NW Camera (2) Camera /’/
(B8A44F78EB4D) Data .7
L Trigger L -- --
[ NW device
Legend: ---- Ethernet access «— Data flow < --Command by NX5
Device IP address Directory (SMB) Directory (FTP)

NW camera (1) 192.168.250.90
(with serial number

B8A44F78EB4D)

NW camera (2) 192.168.250.91
(with serial number

B8A44F78EBA4E)
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Device IP address Directory (SMB) Directory (FTP)
NAS for data collection 192.168.250.10 /volume1/apb_tmp /volume1/apb_tmp/Script
NX5 (1) 192.168.250.30
NX5(2) 192.168.250.40

The required settings and examples of settings in the script setting file in this configuration are as

follows.
NXConfig = [
|{ 'nx5 ip addr' : '192.168.250.30"', 1
'save path' : '/volumel/apb tmp/Script/NX5 1/save’,
'ftp_log path' : '/volumel/apb tmp/Script/NX5 1', |
| 'ftp_bak path' : '/volumel/apb tmp/Script/NX5 1/Proj’', Setting for
'latest bak path' : '/volumel/apb tmp/Script/NX5 1/latest', |A/NX5 (1)
| 'bak enable' : True,
'retry sec' g 1@, |
| 'camera' sc
|{ 'serial name' : 'B8A44F78EB4D', |
. 'camera name' : 'Caml',
| ST el NW/' 'smb_enable' : False, |
camera (1) | oot ; o
| path : '/volumel/apb_ tmp |
LA . . .
) |
L
|{ 'nx5 ip addr' : '192.168.250.40"', 1
'save path' : '/volumel/apb tmp/Script/NX5 2/save’, .
'ftp_log path' : '"/volumel/apb tmp/Script/NX5 2', | Setting for
| 'ftp_bak path' : '/volumel/apb tmp/Script/NX5 2/Proj', NX5 (2)
'latest bak path' : '"/volumel/apb tmp/Script/NX5 2/latest',
| 'bak enable' : True,
'retry sec' s 10, |
| 'camera' sc
|{ 'serial name' : 'B8A44F78EB4D', - |
| 'camera name' : 'Cam2', |
. 'smb enable' : False,
Setting for NW /.t 'patﬁ' : '"/volumel/apb tmp' |
| camera (2) - |

2-3-3  Setting Up Script Autorun

Create a batch file to automatically execute the script when the NAS for data collection is launched.

I Creating a Script Execution Batch File

Create the “apb.sh” file which contains the following description in a directory on the NAS for data col-
lection.

Description in the “apb.sh” file

#!/bin/bash

cd /volumel/apb tmp/Script
source python venv/bin/activate
python pbdata collection.py
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/volume1/apb_tmp/Script represents the directory where the script is placed. Modify it to suit your envi-
ronment.

@ Additional Information

We recommend that you create the “apb.sh” file after logging in to the NAS for data collection.
If a file which is created using a text editor on a Windows PC is transferred, unintended line
breaks may cause the script to not start properly using the task scheduler, which is described
below.

I Auto Run Configuration at Startup

1 Select Task Scheduler in the Control Panel.
This operation toggles the settings screen.

2 Select the Create tab and then select Triggered Task - User-defined script.

Ml control Panel 7 — @ x

L 2 i i

& Terminal & sNmP Scheduled Task » Applications Action Next ru

time =

Triggered Task » est Quick test on all ... 2023-08-07 00:00 root

User-defined script

0 Info Center

B Login Portal

B Regional Options
B Notification

@ Hardware & Power
[ External Devices

¥ Update & Restore

-1?0 Synology Account

9 Application Privileges

litem C
#l Indexing Service

*** Task Scheduler Reset Apply

3 Enter any name for Task and the username you want to set as User, and select Boot-up for
Event.
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Creabe task x

enaral Task Settings

General Settings

/ o
Task:

User: APE -

Event: Boot Lp b

., o
w'| Enabled

Cancel Ok

4 Select the Task Settings tab, enter the absolute path to apb.sh for User-defined script, and
select the OK button.
The following is an example configuration when apb.sh is placed in /volume1/apb_tmp/Script.
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Create task X
General Task Sattings

Motification

Send run details by emall i

-uouiAug uonnoaxy jduog ayjy Buipjing ¢-z

jusw

Run command

User-defined schipt
"' b
fvolumelfapb_tmp/Script/apb.sh

b A

2-3-4  Restarting NAS for Data Collection

uoRoa||0Y ejeq 10 SYN Bulelsey v-¢-g

Restart the NAS for data collection.
You can restart the NAS for data collection by selecting the Restart menu under the human icon at

the top right of the screen.
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APB

£F Personal

o
W . () ‘Shut Down

@ about

B+ slgn out

DSM Help

@ Additional Information

The script will be automatically executed from the next startup of the NAS.
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2-4 NW Camera Settings

N
A
To set up an NW camera, use a computer on the same network. §
In this document, settings are performed from a web browser using the WinPC. %‘?
Connect the NW camera to the NW device and perform the following steps. 3
A
NW NAS for data i
Camera collection »

WinPC

NW device

Note that the network settings must be made in advance for the NW camera to be connected.
In this document, the procedure uses an example where the NAS is set as follows.

elowen MN 01 Bunosuuo) |-y-z

Item Set value
Username root
IP address 192.168.0.90
Subnet mask 255.255.255.0

@ Additional Information

» Depending on the camera model and OS version you are using, the setting items may differ.
For details on how to update the firmware and how to set it according to the version, refer to
the manual of your camera.

* An example of the camera setup procedure is also explained in Automation Playback
Camera Control Sample Programs INSTRUCTIONS (W641). Please refer to it as necessary.

L~ Version Information

The camera's default IP Address varies depending on the camera's OS version. Please set the
network settings of your computer according to the OS version of the camera within the range
in the table below.

. Examples of Computer Settings
Camera’s OS version | Camera's default IP Address
IP address Subnet mask
12.0 or higher 169.254 .x.x 169.254.0.1 255.255.0.0
11.11 or lower 192.168.0.90 - 192.168.0.95 192.168.0.80 255.255.255.0

2-4-1  Connecting to NW Camera

Launch a web browser (e.g. Microsoft Edge) and enter the IP address of the NW camera in the ad-

dress bar.
When you access the address, you are prompted to sign in. So enter the username and password and

sign in.
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Ay EXTS MVI25E - [Prians]

Sagn in to accres thic site

2-4-2  Setting the Time Zone

The Time Zone of the NW camera must be set to the same as the NX5.
To set the time zone, perform the following steps.

1 Select Settings.

.‘__x!s;_ ARIS MSSIEE PTE Do Rt il Caimars 2 59

2 Then select the System tab and Date and time menu.
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4 Once you determine the time zone, a pop-up appears to notify that the settings have been
saved.
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2-4-3  Creating Events

To send a trigger to the NW camera to output camera data, create an event (action rule).
Note that the event settings must match the NX5 settings.

I How to Create an Event

Select the System tab and select Events.
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Select the Add... button.

Events '
Action rules  Recipients Schedules Recurrences  Manual triggers
Action Rules
Action Rule List
MName Trigger Schadule Action Recipient -
Add... | | Copy... | | Modify... | | Ramove

An example of setting up an event is shown below.
Configure the desired settings and select the OK button to register the event.

® Pre/Post trigger method
This method outputs camera data for the time before and after the timing when the trigger is sent to

the NW camera.
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2-36

Action Rule Setup

Action Rule Setup

General General
Enable rule Enable rule
N e vama |
Condition Condition
Trgger; === ~] [ start condition only L) [1nst Signal ~] Start condition only
Schedule: [Ahizys (Mo Scheduls) ~| [ haw Schedule I e %
Additional conditions Active: ® Yes O Mo
. Schedule: [ Always {No Schedule) w] [ NewSchedule |
> Additional conditians
[ add. ] [ Modify... | [ Remaove | £
Vit at least befors re-running the rule {max 23:55:59) z
erers [ Add.. | [ Medify... | [ Remove |
Type: e

v|\

—— | Actions

Wait at lzast [00:00:00 before re-running the rule (max 23:55:59)

'MDE\} [ Record Videa v
Stream profile: [ collect_profile w || [Mew Stream profile |
Duration: Pre-trigger time second(s)

[] while the rule is active
Bost-trigger time second(s)

Storage: [Wetwork shars v

o

Item Param- Set value Description
eter
General Name pre_post_trigger A name to identify the event
Condition Trigger | Input Signal The method of the trigger to be received

Virtual Inputs Set them as shown in the figure to re-
ceive triggers from the NX5

1 Receive port number
This setting must match the settings for
the NX5.

Start condition only TRUE When multiple triggers are received, proc-
essing for the second trigger is not per-
formed until the first event is terminated.

Sched- | Always (No Schedule) Schedule to run the event
ule Selecting this enables the event always.
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P -
Item aram Set value Description
eter

Actions Type Record Video Settings for saving camera data

Stream | collect_profile Specifies a setting profile for saving vid-
profile (created profile) €0s.

For details, refer to Profile Settings on
page 2-40

Duration | Pre-trigger time TRUE If While the rule is activeis FALSE, set
20 how many seconds of camera data is
saved prior to the trigger reception timing.
This setting must match the settings for
the NX5.

In this example, it is set to 20 seconds.

While the rule is active FALSE Camera data while the receive trigger val-
ue is active is saved.

Post-trigger time TRUE If While the rule is active is FALSE, set
10 how many seconds of camera data is
saved after the trigger reception timing.
This setting must match the settings for
the NX5.

In this example, it is set to 10 seconds.

Storage | Network Share Set the save destination of the camera
data.

This parameter must be set to save the
data to NAS.

Refer to 2-4-5 Setting the Output Destina-
tion of Camera Data on page 2-41 for
how to set the save destination.

@ Additional Information

You may not be able to save the camera data for the time length specified in Pre-trigger time,
depending on the camera model and subject of video.

In such cases, the remedies are as follows.

1. Have the camera constantly record video.

» Use the file split option (described later) of the NW camera to set the camera data to be
split and saved. For example, set the NW camera data to be split every 10 seconds.

2. Collect the camera data only for the period of time that corresponds to the variable log of
this system.

+ Collect camera data for the period of time that corresponds to the variable log among the
camera data divided in the previous section, and combine them into one camera data.

» For example, if 5 minutes of camera data is split into 10-second segments, the segments
will be combined into one video file, and the video file is saved in the directory specified in
the script setting.

3. Periodically delete camera data.

» Set the camera data output destination of the NW camera to automatically delete the re-

corded data. For example, the retention period can be set to one day.

@ Start/Save trigger method
This method outputs camera data from the timing when the trigger is sent to the NW camera until
the NW camera receives the next trigger.
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Action Rule Setup Action Rule Setup
General General
Enable rule Enable rule
e ers Rale TP
Condition condition
Triager: | —— ~] [)istitcanidia:saly Triagar: [Tnput Signal v ) sstartcandition only
Scheduler [ Always (No Schedule) ] [ MewSchedule | _\\b [Virtual inputs ~]
Additional conditions 2 <)
= Active: @ Yes O Ne
Schedules [ Always (Mo Scheduls) | [ MNew Schadule
b Additional conditions
[ Adde. | [ Meodif... | [_Remove =
Wait at least before re-running the rule {max 23:59:15%) -
Actions [adde. | [ Modify. | [ Remove |
= L= v‘\ weait at least bafors re-running the rule (max 23:59:5%)
et
% [Record Video ~]
Stream profiles [ collect_profile ~ | | [ New Stream profile |
Duration: [] Pre-trigger time 5 s=cond(s]
While the rule is active
[J Post-trigger time |30 second(s}
Starsga: [Network Share v
Param- ..
Item Set value Description
eter
General Name start_save_trigger A name to identify the event
Condition Trigger Input Signal The method of the trigger to be received
Virtual Inputs Set them as shown in the figure to re-
ceive triggers from the NX5
2 Receive port number
This setting must match the settings for
the NX5.
Start condition only FALSE When multiple triggers are received, proc-

essing for the second trigger is not per-
formed until the first event is terminated.
Sched- | Always (No Schedule) Schedule to run the event

ule Selecting this enables the event always.
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Param-

Item
eter

Set value

Description

Actions Type

Record Video

Settings for saving camera data

Stream
profile

collect_profile
(created profile)

Specifies a setting profile for saving vid-
€0s.

For details, refer to Profile Settings on
page 2-40

Duration

Pre-trigger time

FALSE

You can optionally set how many seconds
of camera data before the first trigger re-
ception timing will be saved when While
the rule is active is set to TRUE.

In this example, it is disabled.

While the rule is active

TRUE

Camera data while the receive trigger val-
ue is active is saved.

Post-trigger time

FALSE

You can optionally set how many seconds
of camera data after the second trigger
reception timing will be saved when
While the rule is active is set to TRUE.
In this example, it is disabled.

Storage

Network Share

Set the save destination of the camera
data.

This parameter must be set to save the
data to NAS.

Refer to 2-4-5 Setting the Output Destina-
tion of Camera Data on page 2-41 for
save destination settings.

To enable the event,select the check box to the left of the registered event.

Events

Action rules  Recipients  Schedules  Recurrences  Manual triggers
Action Rules
Action Rule List

Hame Trigger Schedule Action Recipient -
: Input Signal - Virtual ; B
pre_paost_trigger g Record Video
start_save_trigger o e Record Video =
Inputs

Addu. | |

Copy.

|| Modify... ||

Ramove
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I Profile Settings

You can set the stream profiles of the camera data and save them individually as profile settings.
Parameters can be set as follows.

Stream Pdﬁfile Settings

Stream Profil
Profile name: flccllact_profild | deeo encoding: | H.264 w l
) |

Description: | ‘
Image H.264

Image Appearance

Resolution: 1520x1080 v | pixels

Compression: [20 ]o..100]

Video Stream

Maximum frame rate:

® ynlimied
O Limited to [1..30] fps
Overlay Settings
Taxt and/or image averlay
[ tnclude date [ tnclude time

[ tnclude text: l:l

Text averlay size:

Text colar: Text background color:
Flace text/date/time at of image

W i e e e R e e e e e e

:i:::::e while configuring.
oK Cancel
Item No. Parameter Description
(1) Profile name A name to identify the profile
(2) Video encoding This is the video encoding setting.
Select H264 for this setting.

2-4-4  File Division Saving Method (Optional)
To divide the camera data to be saved at specific time intervals, the following settings must be made.
1 Select Plain setting in the System tab.

2 From the list of Plain settings, select Recording.
The screen for changing settings is displayed on the right side of the list.

3 Enter the desired number of seconds for Default split duration and select the Save button.
In the example below, it is set to 10 seconds.
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4 To enable the setting, the NW camera must be restarted.

2-4-5  Setting the Output Destination of Camera Data

To output the camera data of the NW camera to the NAS for data collection or the NAS for NW cam-
eras, set the network storage settings.
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1 Select the System tab and then Storage to display the setting screen.

2 Select the Setup button under Network storage.

Ie
1=
-]

AXIS = ANI8 MASER5-E PIZ Dome Rtk Canss

Storage

Hemwark storags

= o ]

Daboard sioeage

Formusd sew care tooadd

il i

maga  Steam | Owindy AWG FTZ . Priady ek | Apm L

El = o 3 = =
Larguags Cale wred brm Crantataa (BT [= 50 Shild™ >
@ o] ) s =

TCRF AHS Seccooky Rouge Ccom Evrm

3 Enter the IP address of the NAS to be set as the output destination in Host and the shared
directory name in Share, and select the toggle switch for The share requires login.

4 Next, in Username and Password, enter the user name and password that you registered for
the NAS to be set as the output destination. When you enter them, click the Connect button.

Storage

Network storage

Host
192.168.0.21

Share

apb_tmp
The share requires login (\

Usemame

APBE

Password

..........

Cancel

5 When the Status says OK, connection is confirmed.
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Storage

Metwork storage

—
= Server (1.7 TB) v

Host: 192_168.0.21
Share: apb_tmp
Free: 1.7 TB

StatUS'

sbunjes esowen MN +-Z

Onboard storage

Format new cards to exid

H Insert 50 card

6 Next, set the retention period for the recorded data. Click the v mark next to the Server.

Storage

ejeq eJowe) Jo uoieunsa( INAINQO 8y} BUNSS G-b-Z

MNetwork storage

= Server (1.7 TB) @

Host: 192.168.0.21
Share: apb_tmp
Free: 1.7 TB
Status: Okay

7 Set the retention time for the recorded data.
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AXISa AXIS M5525.E PTZ Dome Network Camera
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Storage

Network storage

—
== Server (1.7 TB)
Host: 192.168.0.21

Share: apb_tmp
Free: 1.7 7B
Status: Okay
Write-protect
Keep recordings up to
7 days v
Tools
Eraze all v | R
Safely remove the storage | 4

Onboard storage

Format new cards to ext4

ﬂ Insert 5D card

@ Additional Information

In this system, among the recorded data output by the camera to the Shared directory set
here, the recorded data for the relevant time period of the variable log is copied to the specified
area in the script setting file. If the recorded data is used only for playback with the automation
playback, you can shorten the file retention period of Shared directory to secure storage space
on the NAS.

8 Disconnect the WinPC from the network.

NAS for

NW Camera data
collection

NW device

The NW camera setup is now complete.
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2-4-6 How to Set the Second and Subsequent Cameras

If you want to add a new camera, perform the steps from 2-4-1 Connecting to NW Camera on page
2-31 to 2-4-5 Setting the Output Destination of Camera Data on page 2-41 for each NW camera.
However, the IP address of the NW camera must be set to a value that is different from the IP address
of the other NW cameras and devices.
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2-5 Connecting an NX5

Connect the NX5 to the network to which devices are connected, and start it up.

When the NX5 sends variable logs to the FTP site in the NAS for data collection (FTP server specified
in the script setting file of this systems), this system starts to operate.

Note that the NX5 settings must be set in advance.

NAS for data

NW Camera collection NX5

NW device

2-5-1 Transferring Project Backup Files from NX5 to NAS

Reference the program POU with the POU name ProjectUpload among the sample programs. Change
the following initial values for the NAS for data collection (FTP server).

// Initialize target FTP server setting
IF P _First RunMode OR UP Q THEN
// [TODO] Initialize parameters

FTPAddr.Adr := '192.168.250.10';// [TODO] IP address of FTP server
FTPAddr.UserName := 'ftpuser'; // [TODO] User name of FTP server
FTPAddr.Password := 'ftppassword'; // [TODO] Password of FTP server.

F PATH:='apb tmp/Proj'; // [TODO] Target directory name for saving backup file

(Omitted hereinafter)

2-5-2  Transferring Variable Logs from NX5 to NAS

Reference the program POU with the POU name VarLogUpload among the sample programs. Change
the following initial values for the NAS for data collection (FTP server).

// Initialize target FTP server setting
IF P _First RunMode OR UP Q THEN
// [TODO] Initialize parameters
FTPAddr.Adr := '192.168.250.10'; // [TODO] IP address of FTP server
FTPAddr.UserName := 'ftpuser'; // [TODO] User name of FTP server
FTPAddr.Password := 'ftppassword'; // [TODO] Password of FTP server.
F PATH:='apb tmp/VarLogl'; // [TODO] Target directory name for saving variable
log files.

(Omitted hereinafter)
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3-1 Structure of Files to Be Collected

The file structure of the playback data that is collected by the script in this system is as follows.
The codes in the table below are used for clock information (timestamp) in the fine names.

Code Definition
YYYY Represents four digits of the year
MM Represents two digits of the month
DD Represents two digits of the day
HH Represents two digits of the hour
mm Represents two digits of minute
SS Represents two digits of second

3-1-1 Backup File

The backup file includes backup data of the NX5 project files.

The files are sent to the NAS for data collection from the NX5 by FTP.

To send the backup files, transfer destination set on the NX5 and backup file FTP path set in the script
setting file must be identical.

The backup file includes the following three files.

File name Overview
NXBackup.dat Backup file
RestoreCommand.ini Backup information file
AutoloadCommand.ini

3-1-2  Variable Log (Variable Log File)

The variable log (variable log files) contains time-series changes in variables controlled by the NX5.
The files are sent to the NAS for data collection from the NX5 by FTP.

To send the variable log files, transfer destination set on the NX5 and the variable log FTP path set in
the script setting file must be identical.

The variable log includes the following two files.

The names before the extensions of the two files are identical.

File name Overview
VL_YYYYMMDDHHmMmMSS.bin Variable log file
VL_YYYYMMDDHHmMmSS.ini Variable log information file

3-1-3 Camera Data

The camera data includes the video files and meta data output by the NW camera.

They are output from the NW camera to the NAS for data collection or the NAS for NW cameras by
SMB.

To send the data, transfer destination set on the NW camera and the camera data path set in the
script setting file must be identical.

The profile of the video to be output (encoding, frame rate, length, etc.) must be set on the NX5 and
NW camera.
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"SERIALNAME" is a serial number that is uniquely assigned to each NW camera.

"TOKENID" is a video token ID that is set each time the NW camera executes a camera data output
event.

If you have configured splitting of NW camera data, a directory is created for each split time and a set
of video file and meta data will be output for the split time.

The video file and data name before the extension will be identical.

pe}02]|09 2g 0} S3|Id JO BINJINIS |L-€

Directory and file name Overview
axis-SERIALNAME/ Directory for each camera
YYYYMMDD/ Directory for clock time
HH/
YYYYMMDD_HHmMmmMSS_TOKENID_SERIALNAME/ Directory for each camera
data output event
YYYYMMDD_HH/ Directory by clock time
YYYYMMDD_HHMmMSS_TOKENID.mkv Video file
YYYYMMDD_HHMmMSS_TOKENID.xml Meta data

eleq elowe) ¢-1-¢
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3-2 Files in the Data Collection Directory

The pl

ayback data retrieved by the script of this system is output under the save destination path di-

rectory set in the parameter setting file.

The file configuration is as follows.

“‘CAMNAME?” is the camera name set in the script setting file.

The codes in the table below are used for clock information (timestamp) in the fine names.

Code Definition
YYYY Represents four digits of the year
MM Represents two digits of the month
DD Represents two digits of the day
HH Represents two digits of the hour
mm Represents two digits of minute
SS Represents two digits of second
Directory and file name Overview
Save destination path/ Directory specified for save destination path
YYYYMMDDHHmMmMSS/ Directory for storing retrieved playback data

The directory name is the same as the clock time infor-
mation in the variable log.

Proj/ Directory for backup files
If file backup is not enabled, this file is not created.
NXBackup.dat Backup files transferred from the NX5
RestoreCommand.ini Untransferred backup files are not placed.

AutoloadCommand.ini

VL_YYYYMMDDHHmMmMSS.bin Variable log forwarded from the NX5
VL_YYYYMMDDHHmMmSS.ini
CAM- Video files that combine video files from camera data

NAME_YYYYMMDDHHMmMSS.mkv | within a period of time

If there are multiple cameras, files are created for the
number of cameras.

The clock time information of the file name is the same as
the clock time information of the variable log.

CAM- Meta data for CAMNAME_YYYYMMDDHHmMMSS.mkv
NAME_YYYYMMDDHHmMmmSS.xml | If there are multiple cameras, files are created for the
number of cameras.

The clock time information of the file name is the same as
the clock time information of the variable log.
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3-3 Script Operating Specifications

The operation specifications of this system script are as follows.

3-3-1  Starting Conditions

The script is executed when the NAS for data collection is launched.

3-3-2  Stop Conditions

The script stops when the NAS for data collection stops or if an error occurs during script execution
that makes it impossible to execute the script.
To resume the execution of the script, restart the NAS for data collection.

suonesyioadg Bunerado 3dusg ¢-¢

3-3-3  Operation Status File

To notify the operation status of the script, the script creates an operation status file in the same direc-

tory as the script.
The operation status file records errors detected during execution of the script, in addition to the oper-
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ation status.
The operation status file includes the following four types of files.
Depending on the operation status of the script, either a running.log or a stopped.log is created.

File name Description

running.log This file is created when the script is in execution.

stopped.log This file is created when the script encounters an error that makes it impossible to con-
tinue execution and stops.

running_bak.log This is a renamed file of the running.log that was output when the previous script was
executed.

stopped_bak.log This is a renamed file of the stopped.log that was output when the previous script was
executed.

3-34 Error Code

The error log recorded in the operating status file contains error codes and error details.
The details of the error and the behavior of the script upon error detection are as follows.

i::; Error description Behavior when an error occurs
001 The script setting file does not exist. Script stops.
002 Required parameters are not set in the script setting file, or a Script stops.
syntax error occurs.
003 An access to the camera data path set in the script setting file Script stops.
fails when the script is executed.
004 Creating, deleting, moving, or copying directories or files fails Script stops.
when the script is being executed.
005 Other errors are detected. Script stops.
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5::: Error description Behavior when an error occurs
101 Different variable logs are received while two variable log files Script does not stop.
for the same clock time have not been obtained. Data is not collected and stored.
102 Variable log files fails to open or are not made in the correct for- | Script does not stop.
mat. Data is not collected and stored.
202 The timestamp directory to be created already exists in the save | Script does not stop.
destination path. Existing directories is deleted and
data is collected and stored.
203 Backup files are enabled in the script setting file, but backup Script does not stop.
files are not transferred, or the three files are not obtained. Only transferred backup files are
collected and stored.
204 An access to the camera's video storage directory fails when Script does not stop.
data is collected and stored. Data is collected and stored, but
camera data up to the time when
data collection is completed is
placed in the save destination path.
Camera data will not be merged.
205 Files for the required of time length are not obtained in the cam- | Script does not stop.
era data path. Data is collected and stored, but
Camera data up to the time when it
is collected is merged.
206 Merging data fails due to corruption of collected camera data, Script does not stop.

etc.

Data is collected and stored, but
Camera data will not be merged.
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4-1 Used Open Source License
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4-1 Used Open Source License

The table below lists the open source used by the script on this system, and versions and licenses as

they are verified for operation.

Open source name Version License
moviepy 1.0.3 MIT License
pysmb 1.2.91 zlib/libpng License
python-dateutil 2.8.2 Apache Software License, BSD License
tzlocal 4.2 MIT License
watchdog 2.3.1 Apache Software License
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